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Introduction 
The Swedish Financial Technology Association, shortened as SweFinTech, is an 
independent, non-profit association for companies and individuals acting within the Swedish 
financial technology area. Many of our members are affected by both the General Data 
Protection Regulation (GDPR),1 and the revised Payment Service Directive (PSD2),2 two 
central pieces of legislation within the FinTech industry. There are, however, instances when 
the GDPR and the PSD2 may overlap, and, today, it is not clear how interpretations of the 
respective pieces of legislation should be made in these cases.  
 
The purpose of this briefing note is to describe some of our interpretations on the matter, 
and where there still are uncertainties aiming for clarifications. We will do this by analyzing 
the different paragraphs of the GDPR’s Article 20 on data portability, and its connection to 
the PSD2. We hope to show that in spite of the uncertainties, data that concerns the 
financial technology area is covered by the right to data portability and controller-to-controller 
transmission. We hope that it will facilitate your work. 
 

Call for clarifications regarding data portability in the financial 
services industry 
The economy is getting increasingly digital. In the European Union, the digitization of the 
economy is steered by the Digital Single Market (DSM) Strategy, one of the core foci of the 
Juncker Commission. If the strategy is successful, the European Digital Single Market could 
become the world’s most valuable trade market for online businesses.3 
 
In the digital economy, data is quickly becoming the most valuable asset. The free flow of 
data, in the economy and between the EU member states, is a fundamental element of the 
DSM Strategy. This data flow is further supported by the concept of data portability, that is, 
the right for an individual to get her data in a usable format and further the right to transmit 
her data between controllers. Data portability, in turn, encourages competition between data 
controllers, and drives the development of new services in favor of the customers.4 The DSM 
strategy combined with its encouragement of data as part of the data flow constitute a great 
opportunity, but one which requires a strong legislation on the part of the consumer, 
something which the legislators have to bear in mind. With the adoption of the GDPR, the 
EU legislators show that they are taking the issue seriously, and set a world-leading example 
empowering consumers with the clear ownership of the data. 
 

                                                
1 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the 
protection of natural persons with regard to the processing of personal data and on the free 
movement of such data, and repealing Directive 94/46/RC (General Data Protection Regulation) 
2 PSD2 Article 66(4)(a), Article 67(3)(a) 
3 See e.g. The European Commission’s mid term report of the DSM Strategy 
<http://europa.eu/rapid/press-release_IP-17-1232_en.htm>  
4 Article 29 Data Protection Working Party - Guidelines on the right to data portability, adopted on 13 
December 2016 as last revised and adopted on 5 April 2017 p. 3  
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One core principle of the GDPR is that individuals should be in control over their own data.5 
More specifically, for companies processing consumer data, this means that it is the 
consumer, rather than the company, that owns the data. We strongly support the article 29 
Working Party (WP29) Guidelines on the right to data portability, and specifically the call for 
industry stakeholders and trade associations to work together on a set of interoperable 
standards and formats to deliver the requirements of the right to data portability.6 The 
possibility for the data subject to directly request the transmission of her personal data from 
one controller to another is crucial, as the right to port one’s data empowers the data subject, 
and gives her control over and the right to her data.  
 
There is, however, a need for clarifications from the regulators (i.e. FSAs and DPAs) or 
legislators, if the cooperation between data controllers called upon in the WP29 Guidelines is 
to take place in the financial services industry.  
 

GDPR Article 20 - Right to data portability 
The right for individuals to data portability is defined in GPDR Article 20, and expressed as 
follows: 

Right to data portability  
 
1.The data subject shall have the right to receive the personal data concerning him or her, 
which he or she has provided to a controller, in a structured, commonly used and 
machine-readable format and have the right to transmit those data to another controller 
without hindrance from the controller to which the personal data have been provided, 
where:  
 
(a) the processing is based on consent pursuant to point (a) of Article 6(1) or point (a) of 
Article 9(2) or on a contract pursuant to point (b) of Article 6(1); and  
 
(b) the processing is carried out by automated means.  
 
2.In exercising his or her right to data portability pursuant to paragraph 1, the data subject 
shall have the right to have the personal data transmitted directly from one controller to 
another, where technically feasible.  
 
3.The exercise of the right referred to in paragraph 1 of this Article shall be without 
prejudice to Article 17. That right shall not apply to processing necessary for the 
performance of a task carried out in the public interest or in the exercise of official authority 
vested in the controller.  
 
4.The right referred to in paragraph 1 shall not adversely affect the rights and freedoms of 

                                                
5 Recital 7 of the GDPR 
6 Article 29 Data Protection Working Party - Guidelines on the right to data portability, adopted on 13 
December 2016 as last revised and adopted on 5 April 2017 p. 18 
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others. 

Comments on 20(1) - what data is covered by the portability 
right? 

The limitations of the right to data portability defined 
The right to data portability is limited to data provided by the data subject.7 The WP29 
Guidelines conclude in this regard that ‘data provided by the subject’ also include ‘observed 
data provided by the data subject by virtue of the use of the service or the device’.8 In effect, 
this means data generated from the data subject by the usage of a service or a device, and 
not directly added by herself. This interpretation should, as is relevant to our sector, e.g. 
mean that the right to portability clearly includes e.g. bank transaction histories and account 
balances, as they are generated by virtue of the use of the banking service in question. In 
this context, it should also be noted that the WP29 guidelines specifically mention bank 
account information on several occasions.9 We believe that this interpretation makes sense 
and is line with the purpose of the legislation, if the right to portability is to be effective, as the 
absolute majority of personal data is generated in this way. 

Two kinds of data portability 
The right to data portability covers data which is processed based either on (i) a data 
subject’s consent or (ii) on a contract. The data further needs to be processed by automatic 
means. The WP29 Guidelines exemplify the scope of (ii) above as including e.g. music 
streaming history data, and data on purchases from an online book store, as both are 
processed “on the basis of the performance of a contract to which the data subject is a party”.10 
From this, it should be clear that a data subject’s bank account information and transaction 
history fall under the scope of of portability as well, as they too are carried out by automated 
means and based on a contract. 

 
Data relating to financial transactions are often processed based on more than one legal 
basis, such as on the basis of compliance with a legal obligation, to which the financial 
institution is subject,11 , the legitimate interest of the controller,12 and the contractual 
relationship between the data subject and the bank. Should the data subject decide to close 
her bank account, and thereby terminate the contractual relationship, the bank might still, 
however, be required to keep processing some data in order to comply with the legal 
obligations. If that is the case, the data is processed on the basis of the legal obligation 
alone and is no longer subject to the right of data portability. 

                                                
7 GDPR Article 20(1) 
8 Article 29 Data Protection Working Party - Guidelines on the right to data portability, p. 10 
9 Article 29 Data Protection Working Party - Guidelines on the right to data portability. p. 6, 11 
10 Article 29 Data Protection Working Party - Guidelines on the right to data portability, p. 8 
11 GDPR Article 6(1)(c) 
12 GDPR, Article 6(1)(f) 
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Third party data in bank transaction history 
There is bound to be cases where personal data of one data subject contain personal data 
of another individual. A bank customer’s transaction history may, for example, contain 
personal data of a third party in incoming or outgoing transactions. Questions have been 
raised as to whether this kind of third party data can be ported to another data controller. 
This question is relevant, as the fourth paragraph of Article 20 states that the right to data 
portability should not adversely affect the rights and freedoms of third parties. We support 
the standpoint of the WP29 Guidelines in this regard. The Guidelines state that it is unlikely 
that third party data in a data subject’s bank transaction will affect the rights and freedoms of 
those third parties adversely, if the third party data is ported to a new data controller and 
used for the same purpose as with the original data controller. The receiving data controller 
could, when the sort of case arises, invoke legitimate interest (Article 6(1)(f) of the GDPR) as 
the legal basis on which that data is processed.13  
 
There is an adjacent question that has been raised, as to whether the third party data 
subject has to be informed by the receiving controller about the porting of personal data on 
him or her, in order to comply with Article 14 of the GDPR.14 If that would be required, that 
would be extremely burdensome and perhaps even impossible for the receiving data 
controller. Especially as some data would be hard even to identify as personal, in a 
systematic way. 
 
In this respect, Article 14(5)(b) of the GDPR should be relevant, which exempts the controller 
from providing information where the provision of such information proves impossible or 
would involve a disproportionate effort. 
  
With this in mind, it must be concluded that there is no obligation for receiving data 
controllers to inform third party data subjects, whose data is part of the porting of the main 
data subject’s bank transaction history. 
 

Comments on 20(2): Data transmission directly between two 
controllers 
The second paragraph in Article 20 stipulates that a data subject, has the right to have her 
personal data transmitted directly from one controller to another, where technically feasible. 

PSD2 and Data Portability 
The PSD2 is currently on its way to be implemented. The directive obliges Account Servicing 
Payment Service Providers (ASPSP), in most cases banks, to offer at least one 
communication interface in which Payment Initiation Service Providers (PISP) and Account 

                                                
13 Article 29 Working Party - Guidelines on the right to data portability p. 11 
14 Article 14 of the GDPR - Information to be provided where personal data have not been obtained 
from the data subject 
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Information Service Providers (AISP)15 can access a customer’s payment accounts and 
initiate a payment or collect information respectively.16  
 
PSD2 stipulates that such communication shall take place either via direct access or an 
indirect access17 (also called a dedicated interface or more commonly “API”). The ASPSP 
can choose to implement a dedicated interface by making an API available for TPPs. We 
would like to emphasize that these dedicated interfaces will be specifically designed to 
facilitate the transmission of personal data directly from one controller (the ASPSP) to 
another (the TPP). In fact, WP29 Guidelines (p. 18-19) specifically mentions this very 
design: 

 
“As referenced above, a practical way by which a data controller can answer requests for data 
portability may be by offering an appropriately secured and documented API. This may 
enable individuals to make requests of the data controller for their personal data via their own 
or third-party software or grant permission for others to so do on their behalf (including 
another data controller) as specified in Article 20(2) of the GDPR.” 

 
In our understanding, the very act of implementing a dedicated interface for compliance with 
PSD2 should therefore also call GDPR Article 20(2) into effect.18 The same interface should 
provide the ability for a data subject to exercise the right to data portability of the personal 
data regarding all financial products and services, since the personal data that is subject to 
data portability in GDPR is not specifically limited to payment accounts.  

The responsibility of the data during portability 
When data is ported from one data controller to another (e.g. Bank A to bank B), at the 
request of the data subject, the first controller (Bank A) is not responsible for how the 
receiving controller (Bank B) processes the data. It is the data subject who chooses the 
recipient, Bank B, in this case. Bank A and bank B are two separate and independent 
controllers, fulfilling their respective customer’s lawful and legitimate request to port her data. 
We support the WP29 Guidelines in this regard (p. 6):    
   

“Data controllers answering data portability requests, under the conditions set forth in Article 
20, are not responsible for the processing handled by the data subject or by another company 
receiving personal data. They act on behalf of the data subject, including when the personal 
data are directly transmitted to another data controller. In this respect, the data controller is 
not responsible for compliance of the receiving data controller with data protection law, 
considering that it is not the sending data controller that chooses the recipient.“ 

Ensuring the receiving controller is acting on the data subject’s behalf 
In cases where the customer’s portability right is exercised via the receiving controller, e.g. 
Bank B, Bank A may need to put safeguards in place, to ensure that Bank B genuinely acts 

                                                
15 Also called Third Party Providers (“TPP”). 
16 PSD2 Article 66(4)(a), Article 67(3)(a) 
17 Recital 93 of PSD2 
18 Article 20(2): “In exercising his or her right to data portability pursuant to paragraph 1, the data 
subject shall have the right to have the personal data transmitted directly from one controller to 
another, where technically feasible.” 
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on behalf of the data subject Bank B claims to act for. This is taken into account in the 
PSD2. The directive obliges, for example, the ASPSP (Bank A) to allow the TPP (in this case 
Bank B) to rely on the authentication method provided by the ASPSP.19 The ASPSP is in 
turn required to use a Strong Customer Authentication (SCA)20. Hence, Bank A is made sure 
that the data subject is the one requesting the transmission.  
 
Again, the communication interfaces that will be used for compliance with PSD2 will provide 
all the conditions necessary for secure data portability functionality within the industry, and 
should therefore also be used for controller-to-controller transmission of personal data in 
accordance with GDPR Article 20(2).  

Will PSD2 limit the data subject’s unconditional rights to portability?  
PSD2 creates a legal uncertainty regarding what kind of data a bank customer will be able to 
share with a third party service that is aggregating account information from different banks 
(AISPs). Most AISPs, as they operate today, aggregate not only data from payment 
accounts, but also from other types of financial products. These include mortgages, 
retirement accounts, savings accounts, life insurance, etc. The user is thus able to have an 
overall view of her financial situation immediately at any given moment. However, as PSD2 
stipulates that AISPs can only access data regarding designated payment accounts,21 two 
very different interpretations have been discussed by actors within the financial industry. 
 
Either: 
 

a) The only personal data that a data subject is allowed to legally share with a third 
party, is data regarding designated payment accounts. The receiving data controller 
must be registered as an AISP and adhere to the provisions of PSD2. Data regarding all 
other financial products will be prohibited for any new data controller to receive and 
process even if the customer wants to exercise her right to data portability with the AISP 
as the new controller.  
 

This interpretation seems invalid when viewed in conjunction with GDPR, since it clearly 
goes against the principle of natural persons controlling their own data.  
 
We therefore strongly support the WP29 Guidelines, stating that PSD2 does not override the 
general application of the data portability principle (p. 7-8): 

 
“Furthermore, where a specific European or Member State law in another field also provides 
for some form of portability of the data concerned, the conditions laid down in these specific 
laws must also be taken into account when satisfying a data portability request under the 
GDPR. First, if it is clear from the request made by the data subject that his or her intention is 
not to exercise rights under the GDPR, but rather, to exercise rights under sectorial legislation 
only, then the GDPR’s data portability provisions will not apply to this request15. If, on the 
other hand, the request is aimed at portability under the GDPR, the existence of such 
specific legislation does not override the general application of the data portability 

                                                
19 PSD2 Article 97(5) 
20 PSD2 Article 97(1), see PSD2 Article 1(30) for definition of SCA 
21 PSD2 Article 67(2)(d) 
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principle to any data controller, as provided by the GDPR. Instead, it must be assessed, 
on a case by case basis, how, if at all, such specific legislation may affect the right to data 
portability. 
 
15For example, if the data subject’s request aims specifically at providing access to his 
banking account history to an account information service provider, for the purposes stated in 
the Payment Services Directive 2 (PSD2) such access should be granted according to the 
provisions of this directive.” 

 
Or: 
  

b) A company providing a service that aggregates personal data regarding a data 
subject’s payment accounts held in different banks will have to register as an AISP and 
adhere to several obligations in PSD2 designed to protect the consumer of such 
services. However, a company providing a service that aggregates data regarding other 
types of financial products will still be unregulated.  

 
This interpretation seems to be valid in relation to both the GDPR and PSD2. However, it 
creates an uneven playing field within the industry. It can furthermore have the unwanted 
effect that some industry stakeholders make the interpretation that they have to split their 
businesses into two parts: one regulated part, as an AISP which can aggregate payment 
account data; and another, unregulated part, which aggregates data from other financial 
products; and then ultimately combine them into the same service. This was most likely 
never the intention of the legislators and we would like to see clarifications made on how this 
will be enforced by the regulators. 
 
 

Summary 
 
The right to data portability is defined in Article 20 in the General Data Protection Regulation 
(GDPR), and comprises four paragraphs. The paragraphs make clear that a data subject 
shall have the right to personal data on him or her to be transferred, directly if technically 
feasible, but without adversely affecting the rights of others. Throughout this briefing note, 
we have tried to highlight what we, and thereby our members, find to be unclear for our 
specific industry. We endorse the GDPR as well as the PSD2, but have found that there are 
certain cases when the two pieces of legislation, as mentioned in the introduction, overlap. 
The legislators and regulators should look into those cases, in order to make sure that the 
financial industry is not unduly harmed. 
 
In the first section of this briefing note, we find that bank data is covered by the right to data 
portability, and more specifically the two kinds of portability that are outlined: both when the 
data is processed with a data subject’s consent, and when it is processed by automated 
means under a consensual contract. We also find that, even though the fourth paragraph of 
the Article 20 make clear that the right to data portability should not adversely affect third 
parties, bank transaction histories and the like should fulfill the criteria for the right to data 
portability, following the GDPR. We comment on the questions that have been raised 
regarding the necessity for receiving data controllers to inform third parties when data 
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regarding them are processed: with support from Article 14(5)(b), we draw the conclusion 
that there is no legal support for such demands, should it be a disproportionate effort. 
 
The second section focuses to a larger extent on the second paragraph of Article 20, and its 
connection to the revised Payment Service Directive (PSD2). We argue that the clauses in 
the PSD2 directive requiring direct transmission of information from payment accounts call 
upon the second paragraph of Article 20, that where technically feasible, direct transmission 
of data should be possible. The PSD2 directive also obliges that the controllers, during 
transmission, work on the behalf of the data subject. We believe that in case a dedicated 
interface is implemented in order to comply with PSD2, it would also fulfill the conditions for 
secure data portability, and would therefore also fulfill Article 20(2). Finally, we focus on an 
important unclarity in the regulations, that concerns the case when a bank customer shares 
data with third party services that are aggregating information from different ASPSPs. There 
are two interpretations being discussed within the industry, one which clearly contradicts 
Article 20(1), and one which creates an uneven playing field for the industry. Clarifications on 
the interpretations must be made from the regulators, and possibly, by the legislators as 
well. 
 
Finally, however, in spite of some uncertainties in the interpretations of the pieces of 
legislation, it is our strong belief and conclusion, that bank data is covered by the right to 
portability as per the definitions in the first section, and that nothing, as per the second 
section, of the PSD2 directive prevents controller-to-controller transmission as initiated by 
data subjects. 
 
 


